IREERIEITHEBED 15D CPU [T B AR FYRILITZEIZDINT
(SSB,RSRE)

2018F5H 21 HIZInteltt &Y LA T DHE55 14 (SSB,RSRE)M AR EINELT =,
INTEL-SA-00115

https://www.intel.com/content/www/us/en/security—center/advisory/intel-sa—00115.html

1. REOHFEFER. A RIFHR
SEOMEBEICONT, EERTOIHBIIUTORYTY,

1-1 #{EHY—ERTS5YrI+—L BladeSymphony

# | EE | Y—N\JL—FiEE | ETIL =E UEFI(BIOS) %} % Virtage HVM F/W %f %
1 | BS1000 | Xeon x1~x4 HL — -
2 Xeon MP X2 HL - —
3 | BS320 | X86 x1~x3 HL - —
4 R x4 HY (R=FHIPRAE T) -

HDD k3R
> SAN % F x5 &Y HEEH Mt
6 PCI #5538 x6 HY Tt (Xt 41)
7 | Bs2000 | 1= » Y 2019/1/25 J)—R 2019/2/22 1) 1J—A[Ver.59-84]

[01-67/03-60]*3 BRARKITK B

8 x2 HhY 2019/1/25 'J1)—R [03-60]*3 2019/2/ g%;;,_:iw
9 x3 &Y 2018/7/27 J)—Z [09-641%3 2018/8/ 25%}%})&—':21[w1
10 x4 HY 2018/7/27 J)—R [11-56]+3 2018/8/ %}%g;[w]
11 =R x1 »HY 2019/1/251)1J—X [03-37]*3 201971/ zié}%'%_'ifwj
12 x2 HY 2018/9/28 1J1)—R [07-741%3 2018/12/ Jg}#;;'_:i %er'ﬂ]
13 | BS500 | BS520A . BY | 2018/7/279y—R [verop-g] | 201/ DU [er026d]
14 BS520H x1 HY 2018/7/27 Yy—R [Ver.05-12] 2018/8/ %}Isélfg;_[:;: fy]
15 x2 HhY 2018/7/27 )1)—R [Ver.04-55] 2018/8/ %}%lg;[w]
16 x3 »HY 2018/7/6 )')—R [Ver.08-93] 201871/ }%}%g:ﬁ[w]
17 x4 HY 2018/7/6 1)1)—R [Ver.10-24] 201877/ fﬁ'ﬁéﬁ;i fw]
18 BS540A x1 HY 2018/7/27 YYy—R [Ver.03-44] 2018/8/ %%'%T;EWJ
19 BS520X x1 HY 2018/7/27 1)!)—R [Ver.07-72] 2018/8/ ?ﬁ%?&_’; fw]
20 X2 HY 2018/7/6 Yy—R [Ver.09-61] 2018/1/ E%?ﬁ_‘;[yz‘
21 | BS2500 | #Z3 x1 HY 2018/7/6 'J1J)—R [Ver.08-93] 201877/ 15%%%5:}*1[%]
22 x2 HY 2018/7/6 1)1)—R [Ver.10-24] 201877/ fﬁ';éi;i fw]
23 g x1 BY | 2018/7/27 YU—R Weror-7z) | 201/ JIS A Leer0e6d]
24 <2 HY 2018/7/6 1J1)—R [Ver.09-61] 2018/7/ E%Iijﬁ_l;[w]
25 x3 HY 2018/7/6 YJ—R [Ver.11-21] 2018/1/ fﬁ'ﬁﬁ'i;?* fw]
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https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00115.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347710.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347710.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347634.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347634.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347709.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347709.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347617.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347616.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347619.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347601.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347603.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347618.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347620.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347602.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347565.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347604.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347566.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347606.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347566.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347622.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347566.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347605.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347566.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347607.html
http://www.hitachi.co.jp/products/bladesymphony/download/driver/12347566.html

1-2 BIL 7R/ XRY—/3 HA8500 1) —X

# EE ETIL e F/W %58
1 | HA8500 F8, F7, E6, D5 L -

1-3 B 7R/ XARH—/8 HA8000 21)—X

# ZEE ETIL 2 UEFI(BIOS)xt 55
HAS000 | RS110xJ, TS10xJ, RS220xJ, RS210xJ, TS20xJ, RS440xK,
1 RS110xK, TS10xK, SS10xK, RS220xK, RS210xK, TS20xK, HY (R-FHARRHR T)
RS440xK1, RS110xK1, TS10xK1, SS10xK1
H)—
2 RS220xK1, RS210xK1, TS20xK1 HY 2019/4/5 1) =4
[ Ver F15]
) —
3 RS110xL, TS10xL, SS10xL, NS110xL, NS10xL, NS10sxL HY 2019/1/25 1) )=
[ Ver 1.09]
2019/2/8 )\)—X
4 L
RS440xL HY [ Ver 0041]
H)—
5 RS220xL, RS210xL, TS20xL, NS220xL Y 2019/4/5 1) =4
[ Ver F15]
2019/2/8 Y)—X
6 L
RS440xL1 Y [ Ver 0041]
) —
7 RS110xL1, TS10xL1, SS10xL1, NS110xL1, NS10xL1, NS10sxL1 HY 2019[/\1/2351 ())9)] A
2019/2/8 Y)— R
5
8 RS440xL2 HY [ Ver 0041]
2019/1/25 J1J—R
9 L
RS110xL2, TS10xL2, NS110xL2, NS10xL2, SS10xL2, NS10sxL2 HY [ Ver LU.1.03.00]
2018/12/7 J1J—R
10 L
RS440xM %Y [ Ver 5.6.0171]
2019/1/25 J1)—R
5
11 RS110xM, TS10xM, NS110xM, NS10xM HY [ Ver M11.08.00]
2018/11/30 Y1)—R
— — 5
12 RS220-hxM, RS210-hxM HY [ Ver MHA.08]
13 RS220xM, RS220-sxM, RS210xM, TS20xM, RS110~hxM, TS10- Y 2018/11/30 YI)—R
hxM, NS220xM, NS220-sxM [ Ver M2.1.08]
2019/1/25 J1J—R
L
14 RS110xM1, TS10xM1, NS110xM1, NS10xM1 HY [ Ver MD.1.05.00]
2018/11/30 Y1)—R
— — 5
15 RS220-hxM1, RS210-hxM1 HY [ Ver MHA.08]
16 RS220xM1, RS220-sxM1, RS210xM1, TS20xM1, RS110-hxM1, Y 2018/11/30 Y1)—R
TS10-hxM1, NS220xM1, NS220-sxM1 [ Ver M2.1.08]
2019/1/25 J1J—R
_ — L
17 RS220-hxM2, RS210-hxM2 HY [ Ver MA1.08.00]
18 RS220xM2, RS220-sxM2, RS210xM2, TS20xM2, RS110-hxM2, Y 2019/1/25 J1)—R
TS10-hxM2, NS220xM2, NS220-sxM2 [ Ver MB.1.08.00]
2018/12/7 J1J—X
5
19 RS440xN BY [ Ver 5.6.0273]
2018/11/30 JI)—R
5
20 RS220xN, RS210xN HY [ Ver 5.0.£034]
2019/1/25 J1J—R
L
21 TS20xN %Y [ Ver 5.0.8013]
2018/11/30 J1)—R
L
22 RS110xN, TS10xN, NS10xN, NS110xN HY [ Ver 5.0.9017]
93 HY 2018/12/7 J1J—X
RS440xNT [ Ver 5.6.0383]
24 RS220xN1, RS210xN1, NS220xN1 HY 2018/11/30 YI)—R
[ Ver 5.0.E034]
2018/10/26 1J1)—R
25 L
RS110xN1, TS10xN1, NS10xN1, NS110xN1 HY [5.0.4008]
2018/11/30 J1)—R
26 L
RS220xN2, RS210xN2, NS220xN2 HY [ Ver 5.0.8023]
2018/11/30 YI)—R
27 L
TS20xN2 BY [ Ver 5.0.5010]
28 J:EE:E;—)LI;J\% EL, —
(RS440xJ & HFET)
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https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347762.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347732.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347758.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347762.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347758.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347732.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347758.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347733.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347712.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347738.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347702.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347703.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347734.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347702.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347703.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347735.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347736.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347713.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347699.html
https://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347737.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347700.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347714.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347699.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347661.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347698.html
http://www.hitachi.co.jp/Prod/comp/OSD/pc/ha/download/drv/drv_htm/12347697.html

1-4 BIL7F/SUXRH—/3 HA8000V 21)J—X

1 HA8000V DL380, DL360, DL580, ML350 HY 2018/7/13 J1)—R [Ver.1.42]

1-56 E{E#EY—/\ RV3000

1 | RV3000 Al L L% HL¥ XY EIB ML R EHS

1-6 TA—TF54 XH—/\ EP8000

1 S914, 5924 POWER9 Y XUEIH TN DR K FA
2018/11/22 Jy—R
L
2 S814, S824, E850 POWERS »Y [SV860.165]
2018/11/22 JIy—R
L
3 E870, E880 POWERS &Y [SC860.165]
2018/11/22 JIy—R
+ L
4 720(E4D), 740(E6D) POWER7 &Y [AL770.126]
2018/11/22 JIy—R
+ L
5 770(MMD), 780(MHD) POWER? &Y [AM780_100]
2018/11/22 JIy—R
5
6 _— 710(E2B), 720(E4B), 740(E6B) POWER? »Y [AL730_159]
2018/11/22 JIy—R
5
7 720(E4C),740(E6C) POWER7 »Y [AL740.167]
)—
X B - 5y 2018/12/22 YIy—R
[AL730_160]
2018/11/22 Jy—R
5
9 770(MMG),780(MHC) POWER? &Y [AL770.126]
2018/11/22 JIy—R
5
10 770(MMB),780(MHB) POWER? %Y [AM780.100]
” _ POWER6 | powER6, POWERS, POWER4, POWER3
POWER5
POWER4 | [ZSDWTIXERIIZHSEEELIZEY,
POWER3

171 R—13—T7T9=HJLH—/X SR24000

1 | SR24000 | XP1, XP2 POWERS HY 2018/11/22')—2R
[SV860_165]

1-8 F4—F5—=2 4L XF L\ SR24000

0S I\YFDH T,
POWERS F/WBEHIIFRETT

1| SR24000 DL1 POWER9 HY
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https://sv.hv.hitachi-systems-es.co.jp/gms/ext/DriverDownloadTop.aspx

1-9 4—nN-OS(F7ULERER R

# ®E ETIL e UEFI(BIOS)xt 55

1 x2 HY HR—hEOHSIR x4
HA8000-bd +1)—X

2 x3 L —

3 x7 L —
FLORA bd500 21)—X

4 x9 HY HR—FEAONSIRE*4
+321)F ¢ PC(SPC) =

5 E2ETIL HY*2 (Windows OS DS AHETT,
FLORA Se210/Se330 BAFIEEEEESAFESRIZE,)

(GEX6)!

*1: UEFIBIOS)HE K UHVM F/WER R/N—2a v [Ty T T —MEICT ISR T /ML ERBL T,
1. HYME BT F(HmShZ AW T TRREEET 5.
i. set LparSSBD <K% {#FL T, SSBD(Speculative Store Bypass Disable)#gEZ LPARTFIATE5 L5129 5,
ii. set LparCpuFeatures A< RZFERAL T, D CPUILIRIERELLPARTHIATES LS 5,
2. HYM DERIEHRZRET 5,

*2:CVE-2018-3640MD 2 &1L HYFEE AN . CVE-2018-3639NHZENHYET,
*EEFREBE~DEARICOEFELTIE., EHELABVLEWMRTEISEBRILHITET .

k4 R—FBONMSH KRERBSETHEFT OT, FHREOYR—IEOICEHAEEZEN,
=L, CRMETICERAEZRGEATSVET,
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1-10 ZDfhY—/\- DR
LTFOY—/\-FI#BIHR[DLTIE, ZELAHYEE A,
-BII 7R/ XY —/\ HA8500(F8,F7,E6,D5)
s IA—TSAXH—/N AP7000 DELETIL
s I AR—T 54 XH—/s\ AP8000/AP8800 ) —XDEETIL
IURN)—HOSRAT4RITLAEE BR1200, BR1250 DEETIL
‘LAN R YFEE LANSW DLETIL
‘DCB XA yF & DCBSW DEETIL
FibreChannel XA YFLEE FCSW DEETIL
‘SVP DEETIL
OV — LB IV DEETIL
‘UPS DEETIL
T—TS4TSEE LTO
HEET—2RES X T L DMV (Data Mover for Volume)
-yx—r/.\ﬁixi%é%(csmm 72,3 %)
‘H-634A AH A% E SGW(SCSI Gateway % {&)(30D,30DF,30E,30EX)

+H-6355FEP—4Y H—/ \E2E3EAEA TUNIR)
T BB

1-11 AL—UH G,
UTORN—CHERIZDONTIE EZEAHYER A,

=Hitachi Universal Storage Platform

*Hitachi Universal Storage Platform V/VM

*Hitachi Universal Storage Platform H12000/H20000/H24000
=Hitachi Virtual Storage Platform

*Hitachi Virtual Storage Platform G100,G200,G400,G600,G800,F400,F600,F800
*Hitachi Virtual Storage Platform F350,F370,F700,F900,G130,G150,G350,G370,G700,G900
*Hitachi Virtual Storage Platform G1000,G1500,F1500
*Hitachi Virtual Storage Platform VP9500

*Hitachi Virtual Storage Platform VX7

=Hitachi Network storage Controller

*Hitachi Network storage Controller H10000

*Hitachi Unified Storage VM

*Hitachi Unified Storage 100 &/1J—X

*Adaptable Modular Storage 2000 I)—x

-BR1600/BR1650 1) —X

=Hitachi Virtual File Platform

=Hitachi Data Ingestor

*Hitachi NAS Platform

=Hitachi Content Platform

*Hitachi Content Platform Anywhere

*Hitachi Capacity Optimization

s IF7ANTF o ILAAYF(HT-4990-SWxxxx)

N T YT AR —(TFxxxx)

1-12 FERBRPOHE

UTOHZBIZDODNTIX, ZEFEFFHEDTT,
A—FN\SUHYDEETIL
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2. BAEEH
HP #1 %! PC https://support.hp.com/jp—ja/document/c06001809

3. AHICETSRVEERED
ZRBHR—F,EOICBBEELESLY,

4. BEHEE

201944 A58 : HA8000MD st SRIFEHFHLEL =,
201942 H 28 H : BladeSymphony, HA8000 (D it & & &= E#H LEL 1=,
201942 A 158 : HA8000D st FIFHEEHLEL =,
2019418318 :BladeSymphony,HA8000 D i R IEHZ EFHLELT=,
2018412 A 25H : BS2000,HA8000,EP8000D 1 & IE iRk = B H L EL -,
2018412 A 7H :HA8000D st FIFHEEHLEL =,
2018411 8308 : BS2000,HA8000,EP8000,SR24000D 3t s &R E B L EL -,
2018410 A 26 H : BS2000,HA8000,EP8000,SR24000,SR16000) %1 s & & EHL EL 1=,
2018510858 :RV3000D 2 & FErZ B ML ELT=,
20184E9 A28 H :BS2000D xt K IFHEEIHLELT -,
201848 A 31H :BS500,BS2500 Virtage ¥t Sk hlnx')!)— AL FEL 1=, EP8000,SR24000,SR16000D %tk HFZE EHAL FL 1=,
201848 H24H :BS2000(Virtage) D)) —RAHZEHFHLEL=,
Blade Symphony,HA8000 D X SR EHEI R B L D= ifEEHh LLFELT,
201848 A 2H :EP8000,SR24000 D 3t AR IR Z IEHAL F L 1=, .
201847 A 31 H :BS2000(Virtage),EP8000MD ) ) —RAHEZEH L FEL -, HR—FEOMNLDIREEBELELS -,
20184 7H27H :BS2000,8S500,BS2500D 1)) — X AZEH LELT -,
201847 A 13H : BS500,B52500,HA8000V,EP8000,SR24000,SR16000M ) —X AEEHLE L=,
20185 7H 68 :BS500,BS2500D —Efxt k) 1) — R B & B #H L EL 1=, HA8000,HA8000VD —Eixt R F EEEFHLEL 1=,
IH&E1-8[CSPCOFE%BRELELT-.
201846 A 26 H : BS500,BS2500,HA8000V D 3t 5k ki) ) — A FERAZEHLFELT=,
201846 H12H : IE&1-1(ZVirtage HVM F/WxI SR P EZBFELELT -, _
IHZ1-5[CPOWERY, L UMK FELBILLELT-, THEF1-7TIZPOWERIZIBECLELT=,
201856 A5H: H&E1 IS EIZTUEFIBIOS) K IICRELEZEEL., — MK FEBZLHLEL -,
IE#1-10 Hitachi Virtual Storage Platform®DET LZBEELELT=,
IHE2 HPH RIPCOIEREREH AL BARE Y AMILEELELS -,
2018558298 : BB D e BEREEHLEL,
201845 A 23 H : EP8000,SR24000,SR16000,HA8500,AP7000,AP8000,AP8800 D & & &R x EH L FL 1=
201855228 : CDEF ) TAEBRR—OEFHRIERB IURELEL =,

(BT, EF TS ICEAL TE#GERERE I OISIFALTEYFT A, tF1) T(HEICET HIERIEE
ELTHEY., HR—LR—UTRELTVIAREFELKERTITHENHBYFTT DT, HoMLHIT T RSN 1§
HROSROMICIE, BICHHFOERECHERVLECESBRELLET.

" HR—LAR—DIZEHIATVSHGIZT, HAFARRGATENTEYEY . ChoDEF 1) TABEHRIZOVTIE
sttt MR, T X AFASNIERERICLTEYETS . U T FROEEESLIVTELEIOVWTEEZL-
THEYFETH FARTORREITHED BHR—LAR—CDRBEABICEENELLHENHYFET,

AR LR X ) TAEROREEBMEL-LDOTHY  ZRELOERZESILDTREHYFEA, BEHRD
1 ﬁl;ﬁtiof:(%él,\liﬁ‘_rfatbfcih\of:)t#l')7"4?(‘155%0)11130):?‘?2%0).%?5%I:’D%ib'ﬁ BuacEEEZALD
RFET,

*HR—LR=UNSMHF A DR—CADY I ITRELRSEREEHDLDTY MY AN TOEELELZRRELS
BICIEX VD VUNFITESBNEIITE AIFNLET AL KEHICU I EZRIETHEDTREHYEE A,

RHOSAS. WAL ER. TRENORHOEFRLLIIEEEHIETT .
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